InTroducTIon
A wide variety of health information systems have appeared in healthcare (Shortliffe & Cimino, 2006) . Although, such innovation promises to revolutionize healthcare there are a number of critical problems and issues related to their development, deployment and acceptance by end users that are related to human-computer interaction (HCI). Usability of health information systems refers to the degree to which they are useful, effective, efficient and enjoyable . Lack of system usability has been a major impediment to adoption of health information systems. Indeed, perhaps in no other field have issues related to HCI come more to the fore when attempting to introduce information technologies than in healthcare. It has been previously argued that issues of HCI may be the most serious barrier to successful implementation and adoption of information technologies in healthcare . Strenuous demands are placed on healthcare professionals and end users of health information systems making the need for usable systems critical in healthcare. Health information systems must be designed to consider not only technical aspects but also the complex information needs, cognitive processing and limitations of human users of such systems.
One of the main areas of concern revolves around the following question: how can we ensure that the health information systems we develop are usable, meet user information, support work needs and are safe? The design of health information systems that are intuitive to use and that support human information processing is essential. This has become increasingly recognized as more and more complex software and hardware applications appear in healthcare. Furthermore, as the complexity and variety of healthcare situations in which this technology is deployed increases, issues related to ensuring that health information systems will support local work activities and practices in healthcare are becoming critical.
Closely related to issues of usability are issues related to healthcare safety, with the need to ensure that new devices and information systems increase patient safety and facilitate healthcare work. In addition, applications targeted to health consumers (e.g., patients and lay people) are also being developed at an increasing rate. It is essential that these systems be usable and that the information and advice they provide is both understandable and safe. Improved understanding of issues related to human cognitive processes that are part of human-computer interaction in healthcare is needed so that we can develop more effective health information systems.
In order to be able to determine if systems developed in healthcare are usable and safe methods of analysis are needed that can be used to characterize the information needs and processing of users of these systems. A wide variety of techniques and methods have appeared from applied psychology that can be used in health information system evaluation. One powerful method involves application of "think aloud" protocols. This involves the recording of subjects as they verbalize their thoughts while interacting with computer systems (Ericsson & Simon, 1993) . In addition, video recordings of user interactions with systems can also be collected to provide a more complete picture of the interaction between humans and health information systems, as will be described in this chapter . In addition to assessing the interaction with systems such methods can also be applied to assess the information needs of healthcare workers in order to form the basis for design of systems that better match both information needs and human information processing capabilities.
This chapter describes the evolution of our work in the development of practical and efficient approaches to assessing of the use and usability of new and emerging health information systems. This chapter begins with a discussion of cognitive aspects of human interaction with health information systems. This is followed by a discussion of an approach to rapid low-cost usability engineering that can be applied in the field to conduct studies of users interacting with health information systems in real settings. The approach has been used to evaluate a variety of healthcare information systems ranging from electronic health records (EHR) to Web-based information resources designed for use by both healthcare professionals and lay persons. We then follow this with discussion of our most recent work in extending the concept of usability testing to conducting studies of system usage and usability over the World Wide Web (WWW) remotely.
Background The Study of human-computer Interaction
The study of human-computer interaction (HCI) is concerned with the human, social, organizational, and technical aspects of the interaction between human and machines. It is a broad area of study that deals with a broad range of phenomena, including the design, evaluation and social implications of computer systems . Research in HCI lies at the intersection of a number of disciplines including: cognitive and social psychology, computer science, anthropology, sociology, design sciences, and engineering. In this chapter we will illustrate how interdisciplinary perspectives to designing and evaluating healthcare information systems are needed in order to lead to healthcare systems that will be more effective and acceptable to their users.
cognitive aspects of hcI in healthcare
There are a wide range of aspects of health information systems that are related to cognition and human information processing. One may ask "why study cognitive aspects of health information systems?" In answering this we must consider that the user interface to healthcare information systems can be defined as being the component of the overall man-machine system responsible for communication with the user of the system. Thus, HCI can be considered to be largely cognitive in that it involves processing of information by humans, in close conjunction with computer systems. Therefore, the application of ideas, theories and methods emerging from the field of cognitive psychology are highly relevant to the design and implementation of more effective healthcare information systems from the perspective of human users, for whom systems are designed to support and serve. There are a number of ways in which knowledge of human cognitive processing is important for improving healthcare information systems. These include the following: (a) providing knowledge about what typical users of systems can and cannot be expected to do, (b) identifying and explaining the nature and causes of user problems, (c) characterizing the problem solving and decision making processes of healthcare workers, (d) assessing the cognitive needs of users in designing systems and user interfaces, (e) feeding input back into system re-design and improvement, and (f) providing models and frameworks for conducting HCI research in healthcare.
TowardS a framework for hcI In healThcare
In this chapter we take a broad perspective on HCI which encompasses the first three levels of human, social, and organizational aspects of health information systems, as outlined in the preface of this book: (1) Level 1-the level of the individual user interacting with a system in isolation, (2) Level 2-the level of the user interacting with an information system in order to carry out real work tasks, and finally (3) Level 3-the social and organizational level, where the interaction with an information system is considered in the context of its impact and effect on the organization as a whole. This characterization of the use of new information technologies in healthcare builds on a multi-level model of HCI which provides a useful framework for considering the complex problem of understanding how to best design, test and deploy innovative healthcare information technologies (adapted from Eason, 1991) . Using this model, we can consider problems in acceptance of new technology at each of the three levels. For example, the goal of successful adoption of a health information system may fail at Level 1 if the design of the computer screens and instructions are such that users cannot easily learn how to use the system to enter patient data. Even if a system is designed to work well at Level 1, problems may occur once the system is inserted into the complex day-to-day activities and workflow of healthcare work practices, which may involve a variety of team members, contexts, environments, levels of urgency and complexity of tasks. However, careful analysis and adjustments made to provide effective systems at Level 2 does not guarantee uptake and acceptance of a new healthcare information technology, since the effect and impact of deploying such a technology at the organizational level (i.e., Level 3) may be an issue. For example, in the context of a patient record system, privacy and confidentiality issues at an organizational or political level may restrict the deployment of this technology within an organization such as a hospital. Nowhere in healthcare may careful consideration of each of these three levels of HCI be more germane than in consideration of barriers to adoption of health information systems. Health information systems span the levels of individual users of systems, from application of new technology within complex work roles and activities to issues that emerge with the increased possibilities for widespread access and dissemination of patient information along with the resulting organizational concerns regarding privacy and confidentiality.
Another perspective from which to consider health information systems relates to the extent of interaction of human users with the system. Thus, we can consider user interaction with health information systems in healthcare along a continuum from applications which require continual focus of user attention on the information technology, to applications where the technology is "invisible" or interacts to a very limited extent with the user. For example, the user interfaces of many handheld applications typically represent an extension of conventional desktop user interfaces to mobile applications. With these types of applications, users must focus considerable attention on the user interface [e.g., to enter medical values into a PDA (personal digital assistant)] at particular periods in time and explicitly insert its use within their work activities. Thus, the introduction of the technology must be understood in how it changes the work activity of the user and many aspects of human factors from the study of conventional user interfaces are applicable. However, many new applications of health information systems, including remote monitoring devices and wearable computing, are designed to be used ubiquitously while the user carries on their work activities (i.e., without switching their focus of attention to interacting with the technology). The implications of this new type of user-system interaction include the following (Lukowicz, Kirstein, & Troster, 2004) : (1) interaction of the system with the environment is through a variety of modes that are appropriate for different contexts of use (2) the system may need to be operated with minimal cognitive awareness and effort on the part of the user, and (3) a wide range of tasks may need to be performed by the system with varying degrees of human-system interaction.
uSaBIlITy engIneerIng meThodS for ImprovemenT of healTh InformaTIon SySTemS
Usability engineering is a rapidly emerging area in the field of human-computer interaction and has provided a set of methodologies for analysis of complex human interactions with computerbased systems. In this section, we will describe some of the main methods that may be employed for gaining insight into detailed aspects of HCI in the study of health information systems . These approaches can be considered along a continuum from experimental laboratorybased studies to the study of use of systems in naturalistic real-world settings. There is also a category of study of HCI that falls between pure experimental approaches that involves use of realistic simulations of real settings and contexts where information technologies may be used. For example, the laboratory study of a handheld application for entering medical prescriptions might involve subjects coming to a usability laboratory where their interactions with the application are recorded as they respond to artificial medical cases (e.g., they might be asked to verbalize their thoughts as they enter prescriptions from paper into the device). A simulation-based study of the same application might involve subjects (e.g., physicians) interacting with a "simulated patient" (i.e., a research collaborator playing the role of a patient) while the subject conducts an interview of the "patient." A naturalistic study of the same application might involve remote logging and tracking of user interactions with a device as the users carry out actual day-to-day activities in a medical clinic (as will be described later in this chapter). It should be noted that in-depth analysis of HCI in healthcare may involve iteration from laboratory study of user interaction with a device or application, that then lead to testing under simulated conditions and then finally in naturalistic settings. Analysis of HCI aspects of health information systems may require initial testing in artificial settings, followed by analysis involving simulated conditions, where conditions may be controlled for evaluation purposes.
uSaBIlITy InSpecTIon
Usability inspection is a cost-effective methodology adapted from study of HCI to healthcare that has emerged for improving the usability of health information systems Zhang, Johnson, Patel et al., 2003) . Usability inspection involves a usability analyst or inspector stepping through or "walking through" use of an interface or system in the context of some real task or activity. For example, an approach known as the cognitive walkthrough, involves the analyst (or a team of analysts) stepping through the activities that might involve use of a new health information system while recording their goals, actions, system responses and potential problems . To guide such analyses, sets of principles emerging from HCI are considered. As another example, the methodology known as heuristic evaluation involves the identification of violations of principles of human factors design when a system is used to carry out a task. Jacob has outlined a set of principles or rules to consider when conducting such analysis which include the following: (1) visibility of system status-this principle states that the state of system's processing should visible to users of a system when they so desire that information, (2) matching the system to the real world-this principle states that real world language and conventions should be used in user interfaces, (3) user control and freedom-users should feel like they are in control, (4) consistency and standards-the user interface and system operations should be consistent, (5) error prevention-designers should design interfaces to prevent errors, (6) minimize memory load-systems should support recognition (e.g., using menus) rather than recall, (7) flexibility and efficiency of use-systems should allow for customization and adaptability, (8) aesthetic and minimalist design-often the simplest and most minimal designs are the best, (9) help users recognize, diagnose and recover from errors, and (10) help and documentation-help should be available to users when needed.
These principles can be extended when considering health information systems, in particular system designed to be integrated into complex healthcare work activities. In our current work, we have developed the following heuristics for evaluation of such pervasive health information system applications: (1) unobtrusiveness-direct interaction of a user with a health information system should be limited to only parts of the task where such interaction is necessary (i.e., allowance for visibility when required), (2) privacy and security-use of a health information system must not violate privacy and security restrictions under normal conditions of use, (3) ability to provide emergency override capability-under exceptional conditions, security and access restrictions may need to be overridden, however such exceptional cases need to be identified and logged for subsequent audit, (4) appropriate context-awareness-health information systems must be able to track the context of use and respond to differing contexts in an appropriate manner, (5) failure backup-failure of a health information system or its supporting network should be made apparent to the user through some form of notification, (6) allowance for recovery and alternative modes of user interaction during failure periods, (7) information and altering prioritization-the system should appropriately prioritize and display alerting or remaindering information only at essential points in user workflow to avoid cognitive overload, (8) user control in the absence of traditional interface cues, (9) Selection of appropriate mode for system-user interaction, (10) consistency across modes of interaction, and (11) allowance for seamless modal switching.
Heuristics, such as those presented previously can be applied in a principled manner in both designing and evaluating health information systems. For example, analysts may step through the use of an information system, recording violations of any of the heuristics mentioned during such testing. In addition, the same heuristics can be used to guide the analysis of data collected from study of subjects interacting with systems under artificial conditions, simulations or naturalistic settings. These types of heuristics essentially form the basis for coding and quantifying problems observed by analysts and investigators in reviewing video data obtained from recordings of user interactions. Used in this way, the heuristics provide categories for identifying interaction problems in coding the resultant video recordings of user interactions, as will be illustrated later in this chapter.
uSaBIlITy TeSTIng In healThcare
One of the most powerful methods for understanding and analyzing usability of health information systems is known as usability testing . Usability testing refers to the evaluation of information systems through the in-depth analysis of user interactions with the system (under artificial or realistic conditions). Subjects in such studies are asked to carry out tasks for which the system or device was designed to support. For example, physicians may be observed while they carry out tasks that may use of a system to remotely access patient records. Typically this may involve video recording the entire interaction of users with the system (e.g., the screens of a computer application, or logs of the system's behavior as well as the physical and verbal behavior of subjects as they interact with others in their work environment and with a health information system). Usability testing may be conducted under artificial laboratory conditions, simulations, or in real-life settings. Under artificial conditions, subjects may be asked to "think aloud" while interacting with a device or carrying out a task that involves the use of an information system (e.g., interacting with a EHR system remotely while carrying out emergency procedures), while under simulated conditions use of the device might be recorded while the subject interacts with patients in a simulated clinical environment. In either case, the resultant audio and video recordings of the interaction can then be analyzed using methods involving the coding and classification of user problems, as will be described in a subsequent section.
Usability testing is closely related to on an approach to analysis of HCI known as cognitive task analysis (CTA). Cognitive task analysis emerged from the fields of cognitive science and psychology and involves the detailed analysis of humans as they carry out complex reasoning and decision making tasks (Gordon & Gill, 1997) . In healthcare, CTA is concerned with characterizing the decision making, reasoning skills, and information processing needs of users (e.g., doctors, nurses, patients) of health information systems. An essential part of conducting a cognitive task analysis is to initially identify the essential tasks, or work activities, that an information system under study has been designed to support. For example, tasks might include entering a medication order into a health information system or accessing patient information about drug allergies from a health information system. Once tasks of interest have been identified, CTA typically involves observing subjects of varying levels of expertise as they carry out the tasks, identifying the skills, knowledge and problems encountered by subjects.
Our approach to usability testing, which we term "rapid low-cost usability engineering" builds on CTA as well as usability testing and involves the following stages ):
• Stage 1. Identification of testing objectives: As a first step the objectives of the usability test must be identified. The objectives might for example consist of testing a new health information system in order to determine what specific aspects of the user interface design might be adversely affecting its adoption by physician users.
• Stage 2. Selection of test subjects and computer application: Data is typically collected from a representative sample of users (e.g., physicians, nurses, patients) of the system under study. This often involves testing 10-20 representative users of a system . It is important that subjects selected for the testing are representative of real users of the system under study (e.g., physician users of a patient record system).
• Stage 3. Selection of representative experimental tasks: Usability testing of healthcare information systems typically involves selection of several key representative tasks (that the system under study is designed to support) that will be used in the testing. For example, in analyzing the interaction of physicians with a medication order entry system, representative tasks might include the entry of specific medications into the system by physicians. • Stage 4. Selection of an evaluation environment: The actual environments where usability testing will take place may vary from a fixed usability laboratory (under artificial laboratory conditions) to the recording of users interacting with real systems under real conditions (e.g., evaluation of users interacting with a health information system in an operating room or hospital ward). The approach described in this chapter is based on a portable and low-cost approach to usability engineering, where the equipment required can be brought into any healthcare environment.
• Stage 5. Observation and recording of users' interaction with the health information system under study: This is the stage where the users' interaction with the system under study are observed and recorded. For example, physicians may be instructed to interact with a new patient record system while "thinking aloud." The resulting interaction is typically recorded in its entirety, for example, all computer screens are typically recorded using screen recording software, the users' physical interactions are video recorded and all verbalizations are also audio recorded (using methods that will be detailed following).
• Stage 6. Analysis of usability data: The data collected in Stage 5 can be analyzed using a variety of methods. In our consulting work this has often involved simply "playing back" the recordings of users interacting in order to visually illustrate type of issues and problems that users of their systems may be encountering. From our experience this can often provide extremely useful to designers of healthcare systems that will suggest improvements and modifications that might greatly improve adoption. More detailed forms of analysis (which will be described) can also be conducted. Typically, this involves coding the resultant data (which may consist of screen recordings, video recordings and transcripts of any audio recordings) to precisely identify the occurrence, type and frequency of user problems encountered. This type of in-depth analysis can also be used to characterize the cognitive processes of users of health information systems (e.g., reasoning and decision making strategies of healthcare professionals as they interact with computer technologies).
• Stage 7. Interpretation of findings and feedback into system improvement redesign: The ultimate objective of our work in conducting usability testing of health information systems is to understand the complex interaction between healthcare workers and computer systems in order to improve the usability of health information systems. This typically involves feeding back results obtained from the analysis of usability data (as described in Stage 6) to designers and implementers of such systems in the form of recommendations for system improvement.
In general we have found that the earlier in the development cycle of health information systems that results from usability can be fed back into design, the better .
We have used the approach to analyze a wide range of healthcare information systems. For example, in a recent study of a medication order entry system, subjects were asked to enter prescriptions as accurately as possible into the system. By recording their activities in doing so, we were able to identify aspects of the user interface ranging from content issues that needed to be changed to allow for accurate data entry (e.g., changing the default dosages provided to users to match dosages actually used in their hospital) to issues related to lack of consistency in the user interface (e.g., multiple ways to exit a screen leading to confusion for new users).
rapId low-coST uSaBIlITy engIneerIng In healThcare
In this section of the chapter we will describe our approach to usability engineering that can be applied in any type of setting (ranging from hospital rooms to the home setting) to study the use of health information systems by end users (e.g., healthcare professionals or patients). This approach to rapid usability engineering has so far been used for a number of projects, ranging from the study of nurse's information needs to the evaluation of a range of new and emerging health information systems including medication administration record systems, which are designed to allow for electronic ordering of medications . Figure 1 shows an example of a typical user (a nurse) interacting with a health information system under study during usability testing. In this example, the subject is interacting with the system within a hospital, obtaining information about a specific patient. The subject is being video recorded while doing so. Our typical studies carried out in naturalistic clinical settings involve asking subjects (e.g., nurses or physicians) to interact with systems to carry out real tasks (e.g., to enter medications for patients or access patient reports). In many of our studies, we also ask subjects to "think aloud" while carrying out the task (which is audio recorded). The recordings of subject's "thinking aloud" while using a system can be analyzed using methods from protocol analysis (Ericsson & Simon, 1993; . The subject's overt physical activities are recorded using a video camera (i.e., a mini-DVD camcorder) as shown in Figure 1 . In addition to recording physical activities and audio of think aloud, the actual computer screens are also recorded as digital movies (with the audio portion of each movie corresponding to subject's verbalizations). In order to do this we are currently using a screen recording program called Hypercam© which allows one to record all the computer screens (and verbalizations) as a user interacts with the system under study, and stores the resultant digital movie for later playback and in-depth analysis of the interaction.
The equipment we are currently using for many of our usability studies of health information systems is both low-cost and portable. In summary, this typically includes: (1) a computer to run the system under study on, (2) screen recording software which allows the computer screens to be recorded as movie files (with audio input of subject's "thinking aloud" captured using a standard microphone plugged into the computer), and (3) a digital DVD camcorder on a tripod or a ceiling mounted camera to video record user's physical interactions.
Figure 1. User interacting with a health information system while being video-recorded analySIS of uSaBIlITy daTa
As previously mentioned, the analysis of the data collected varies from informal analysis (which consists of simply playing back the recordings of user interactions) to identifying specific usability problems and issues. The analysis can involve systematically annotating the recordings of interactions using software such as Transana© (a video annotation program that allows analysts to "mark up" and time stamp movies of user interactions with a system) as described in . The typical result of carrying out such analyses includes identification of specific usability problems (often in a meeting setting with system developers, customers, and hospital or management staff present). For example, our work in the analysis of use of electronic health record systems has identified the following categories of problems with many health information systems we have studied: problems with lack of consistency in the user interface, lack of feedback provided by the system to the user about the status of the system, user problems in understanding information or terms displayed by the system, as well as user problems in entering information into the system in a timely and effective manner .
As noted, the intent of our work is to provide feedback to system designers and implementers about system usability in order to provide useful information to improve systems. Our most recent projects have involved applying usability engineering methods to identify potential errors that may be caused by a system (e.g., inappropriate medication defaults in an order entry system), or "induced" by poor design of a user interface prior to release of the system in real clinical settings . This has involved conducting simulations of user interactions with systems under study as will be described below. We have also employed a similar approach to detecting and correcting potential user problems and preventing medical error in a range of systems.
This has included analysis of handheld prescription writing software designed to run on handheld devices to allow physicians to record medications and obtain recommended guidelines about their use . More recently, we have employed a methodology based on rapid usability engineering and use of simulations of clinical activities to determine how medical workflow may be inadvertently affected by introduction of a medication order entry system, described in the case study below (Borycki, Kushniruk, Kuwata, & Kannry, 2006) .
In the early stages of our work and early experimentation with usability engineering in healthcare, we employed a number of different approaches to conducting usability testing including setting up a considerably more expensive "fixed" usability laboratory (where users would interact with systems in a fixed "wired" room while being observed through one-way mirrors). However, our experience has indicated that this approach does not allow us to easily and rapidly collect data at the site where the software under study is actually installed-which often ends up being at a location that is not readily accessible (e.g., due to security restrictions) from a fixed usability laboratory. In addition, for many of our studies it is essential that we test information systems in the actual environment in which the system under study is being used (i.e., in order to determine how aspects of a particular environment may be affected and how users interact with a system) which is not realistically possible without employing a portable approach. With the advent of inexpensive screen recording software and high quality portable digital video cameras, the costs have decreased for conducting such studies along with an increase in the portability of the equipment that can be taken into any hospital or clinical environment, which also simplifies the entire process.
Based on our experiences, the approach to rapid usability engineering in healthcare typically involves the following steps: (1) familiarizing oneself with the techniques and approaches that are possible (see , for details) in healthcare, (2) setting up a low-cost portable usability laboratory, (3) choosing a project area that is of significance (e.g., to identify the major usability problems that users of a patient record system may be encountering), (4) working closely with clinical informatics staff, designers and management to show how system usability can be improved in an effective and cost-beneficial manner, and (5) making alterations to the information system based on feedback.
eXample: evaluaTIng The unInTended conSequenceS of a medIcaTIon admInISTraTIon record SySTem
In the example described in the following, a rapid usability engineering approach (employing simulations of realistic healthcare situations) was used to assess the impact of a new medication administration system about to be deployed in a teaching hospital in Japan. The system was designed to allow users (e.g., physicians and nurses) to obtain information and instructions about medications to give to patients and to record the administration of the medication in a computer system. Thus the system is similar to many systems currently being deployed in hospitals around the world. The computer component of the medication administration system was also integrated with bar-coding technology that allows the doctor or nurse to scan the wrist band of the patient to identify the patient and to also scan the labels on medication bags. The study set up involved asking subjects to obtain information from the medication order entry system and administer medications while being video recorded (physical activities were recorded using a camcorder on a tripod, while all computer screens were automatically recorded using screen recording software).
Sixteen subjects, consisting of doctors and nurses were given written instructions for entering medications for a list of simulated patients. The subjects interacted with both the computer system as well as the "patient," which consisted of a dummy (i.e., a mannequin) with a bar coded wrist band (as shown in the bottom left-hand side of Figure 2) . A typical computer screen from the system is shown on the right-hand side of Figure 2 . Figure 2 shows the two video views from subject #14-the video of the subject's interaction with the patient in one window while the screen recordings of interactions with the computer system are shown in another window (supporting analysis of both "views" to identify subject actions both on and off the computer). In the study, subjects were specifically instructed to interact with the computer system and the dummy patient (e.g., to hang intravenous medication bags) just as they would be doing in a real situation. In order to record the use of the system in the study, we employed a digital video camera on a tripod to record the interactions of the subject with both the computer system and the patient.
In summary, the study design included full video recording of the subjects' interaction with the system while subjects were asked to use the computer application to enter the patient's name, obtain the list of medications to give the patient, to administer the medication (to the dummy patient) and to then record the administration in the computer application. All computer screens were recorded while subjects interactions with a dummy patient (a mannequin) were recorded using the portable camcorder. At the end of the session the subjects were also interviewed about their experience in using the system (and the interviews audio recorded).
In order to analyze the data collected, first the audio portion of the recorded sessions were transcribed in their entirety (including the interviews at the end of each session-see Figure 3 for the transcripts from one nurse subject) and then annotated by the experimenters by reviewing
Figure 2. Video playback of 2 recorded views: the subject's physical interactions (lower left window) and the computer screens (right window)
the video recordings of the computer screens and subjects' physical activities (e.g., actually hanging medication bags). In Figure 3 the numbers on the left hand side refer to the video counter corresponding to the actual actions of the subject. The latter portion of Figure 3 also contains the transcript of the interview with the subject (a nurse) conducted immediately following completion of the simulation task From analysis of this data a range of usability problems were identified including the following: difficulty in physically scanning the medication bags and scanning the patient's wrist band, inability to record administration of a medication when the patient's record is "locked out" by other users of the system (who are accessing the system at the same time as the nurse or doctor is attempting to administer medication), and issues related to the slow speed of the system particularly when there were many medications to be administered. In addition to identifying potential sources of specific problems that would arise from implementation of the new system, it was also observed that introduction of the computer actually generally led to a major change in the process of medication administration. This was characterized by a serialization of the workflow process that could not be deviated from, for example, as shown in the annotated transcript in Figure 3 , the physician or nurse would have to administer one medication at a time, first accessing the computer, physically moving to the patient, scanning the patient identification band on their wrist, moving back to the computer for details, then back to the patient to administer that drug and finally back to the computer to record the administration prior to administering the next medication (which is repeated each time for each medication). As compared to the previous workflow (i.e., the workflow before the system involving paper records), it was discovered that the new system imposed a relatively rigid order of activities for medication entry that could not be deviated from. Under normal conditions, this could lead to increased safety in medication entry by providing a structured and standardized procedure for medication entry. However, from our simulations it was also clear that under certain conditions (e.g., need to administer a number of medications under time-constrained conditions) the new computer-based system could also potentially result in cognitive overload leading to the need for complete bypass of the system by users under emergency or stressful situations. It should be noted that such potential unintended consequences of implementation of the system were not anticipated by the designers of the medication order entry system and that applying an approach to usability testing where users of health information systems are recorded as they participate in simulations of real clinical activity we were able to anticipate user problems prior to implementation of the system . Experimenter: Did you find any difficulty with the task ?
Subject: I'm used to this operation, but sometimes it is hard to use the barcode reader when the barcode is not clearly printed.
Experimenter: What difficulties did you have with the barcode reader?
Subject: There are no problems when we have both a printed order and a label on the bottle (we can use either of them, because there are the same barcodes on both). But if the barcode is only on the bottle with its rough surface, I have often pushed its surface to flatten it, and scan it many times until I can read the barcode correctly.
Experimenter: Do you find any difficulty during the workflow process?
Subject: Sometimes I could not open the record of the patient whom I was giving a medication to because another nurse or doctor was opening the record at the same time 
TowardS remoTe uSaBIlITy analySIS of weB-BaSed InformaTIon SySTemS
This section describes our most recent work in extending rapid usability engineering to the development of methods and approaches that will allow for remote usability testing of health information systems. The remote evaluation of the use and usability of Web-based healthcare information systems and resources is becoming recognized as being a critical area within health informatics. Many new health information system applications are being targeted towards use by not only health professionals but also by patients and lay people in an ever increasing variety of physical locations. Web sites containing digital libraries of on-line clinical information and guidelines, which provide health professionals with guidance and current evidence about the treatment and management patient cases, have appeared widely over the World Wide Web (WWW). In addition, many reputable healthcare organizations are providing similar type of information adapted to patients and lay people over the WWW. For example, the Canadian Medical Association provides guidelines on the treatment of Breast Cancer which are publicly accessible through their Web site. The assessment of such applications by varied end users (patients, physicians, nurses, etc.) from varied locations is challenging and has led us to a complementary line of work in developing and extending portable usability testing to the remote distance analysis of large numbers of users (e.g., healthcare providers or patients) interacting with health information system applications from any number of physical locations over the WWW.
As noted above, the evaluation of the use, usability and effectiveness of Web-based health information systems by end users who may vary greatly in terms of education, computer expertise and motivation, has become a major issue (Nielsen, 2000) . However, the distributed nature of these systems leads to a number of challenges for system designers and evaluators. As a result in recent years an attempt has been made to conduct remote usability evaluations over the WWW. Such evaluation can involve collection of a variety of data, including remotely collecting on-line recordings of patients' and physicians' use of systems, telephone interviews, and in-depth video analysis of users interacting with systems. An example of this is a distance evaluation approach we have termed "televaluation" . Cimino et al. (2002) describe the application of this approach to assess the use of a patient clinical information system (that allowed patients to access their own patient data from home over the WWW) based on remote logging of all user interactions with the system. This work built on and extended the work of Felciano and Altman (1996) in development of methods for remote tracking of Web users (using a program known as 'Lamprey'). By employing such a remote Web-based tracking component at the core of an evaluation system Kushniruk & Ho, 2004; Owston, Kushniruk, Pitts & Wideman, 2005; Kushniruk, Owston, Pitts et al., 2007) this line of work went on to extend the data collection to include results from online questionnaires and other sources of data (including remote recordings of computer screens), in an attempt to relate detailed usage logs from Web tracking with other types of data, such as user demographics, patient records etc. In the following, we describe experiences in extending the approach for evaluating a range of Web-based systems and information resources. The objective of this most recent work has been to develop an automated system to support the collection, integration and analysis of a range of remotely collected data and more specifically to extend the approach to the evaluation of Web-based information resources and health information systems targeted to both healthcare providers and patients.
meThodologIcal approach
Our approach to developing an evaluation tool for conducting remote usability evaluations has to involved the creation and integration of the following interacting system components (see Figure  4 ) to form the basis for an evaluation tool known as the virtual usability laboratory or "VULab":
1. A central tracking component, residing on an evaluation server (i.e., a computer located in our facilities), was designed for remotely tracking and analyzing use of Web-based information systems located at remote sites. This component can provide a customized record of all accesses by users to a system under study. For example, it can provide a log file of what Web pages within a site are accessed, the order of browsing and a time-stamped record of the users' activities in accessing a remote site. In addition, this component has recently been extended to allow for remote recording of users' computer screens (and audio) as digital movies stored on a central evaluation server allowing usability data (similar to the type of data collected described in the first part of this chapter) to be collected remotely. 2. A second component was designed for controlling the automatic presentation of online forms and questionnaires to users in order to assess the usability of Web sites remotely at point of use. The triggering of such online questionnaires can be based on a user profile created for each user of a site being evaluated. By redirecting requests for access to a Web site under evaluation through our evaluation server we are able to write programs that can trigger prompts for user information (e.g., about user satisfaction with information provided or usability) to appear at points when users enter or leave parts of a Web site of interest. For example, on first entry into a system under study a demographic questionnaire can be triggered to appear and later, when the user accesses a page of interest, e.g., a Web page containing clinical guidelines in a health Web site, an online questionnaire can also be triggered to appear automatically to query the user (e.g., about why the page is being accessed, satisfaction with information provided, perceived educational value of the content provided, etc. ).
remoTe uSaBIlTIy analySeS: eXperIenceS To daTe
The VULab is currently being tested and deployed for a number of projects examining the use of innovative health information resources and information systems. This has included the evaluation of a Web site designed to filter patient and provider requests for health information, as well as on-going application of the approach for a project involving remote analysis of use of advanced simulation software for health education purposes. We have found that the collection of varied forms of usage data remotely is not only feasible, but additionally by storing data in consistent database format the integration and querying of varied forms of usage data can be supported for practical purposes. A current application of the VULab is in the area of assessing the use and usability of Web-based applications and clinical guidelines designed to support physician decision making about cancer. To illustrate its use, a researcher studying use and usability of Web-based breast cancer guidelines might wish to set up a series of questions that are triggered to appear whenever a user of a system (e.g., a physician browsing through the guidelines) enters a particular part of a Web site or information system (including specifying what type of questions will be asked of users as they enter specific sections of a system under study, for example, "why are you interested in breast cancer guidelines?"). Specifically, the researcher may wish to understand when and why physicians access the breast cancer guidelines. To do this, the VULab can be set up by the investigators to automatically trigger presentation of a pop-up questionnaire to users whenever they click on the page containing the guideline (in this case the user would be queried as to why she is interested in breast cancer guidelines-see the Figure 5 ). It should be noted that this type of subjective information at point of user (regarding use, usability or usefulness of information presented) can be integrated with the logging data which records all Web pages the user had browsed through during his/her interaction with the site. Therefore we can interrelate logging data to subjective user data collected right at point of use (this combination of different types of data can be fed into data mining and knowledge discovery methods-see .
In summary, the researcher interface allows the researcher/investigator to specify: (1) when and where in a remote web site questions should be automatically presented to the user, (2) what the question should be (e.g., in the example, "Why are you interested in breast cancer guidelines?"), and (3) in what format they would like user logging data to be stored. The results from the questionnaires are automatically stored in the database component of the VULab and collated with results from other users, to create a statistical summary of system usage. In addition, this information can be merged with results from other forms of data collection, such as responses from users to online demographic questions regarding their health status, as well as remotely collected screen recordings.
Another current application of the VULab is its use as a central component for evaluation in a cross Canadian network of researchers studying advanced gaming and simulation software for educational purposes-the SAGE project (Wideman, . The objective of this line of research is to identify and assess key aspects of games and simulations that could be incorporated in educational software, evaluate learning as a result of use of such software, and analyze use and usability of emerging gaming and simulation components being developed as part of the SAGE project. Specifically, the VULab is being used to automatically collect and collate data on usage of Web-based collaborative, and other forms of educational games and simulations aimed at improving awareness and understanding of health issues. Data being collected includes what parts of games are accessed, how often along with information about specific user impressions and results from on-line questionnaires and quizzes presented to users. In one study of users of an educational simulation, the approach was able to identify and tease apart a variety of usability problems with the software under study, ranging from technical problems with scripting to problems of usability and understandability of user instructions.
concluSIon
In this chapter, we discussed our work in the development and evolution of methods for the analysis of health information systems by end users. As we have described, this work has evolved from development of low-cost rapid usability engineering approaches for conducting usability testing in both laboratory and real settings (which we continue to employ to study a wide range of health information systems) to the design and development of a "virtual" usability laboratory for the analysis of use and usability of health related Web-based information systems, resources and sites. Our work has been employed for improving healthcare information systems in Canada, the United States and internationally. Using these approaches we have been able to feed valuable information back to both designers and implementers of health information systems about what aspects of the system work from the end user's perspective and what aspects need to be modified to ensure usability. From our work we have found that is essential for dissemination of these approaches that we strive to develop methods that are both practical and cost-effective. The argument for the need for such analyses extends not only to providing input to improve and refine usability of health information systems and Web applications but also to ensuring patient safety. Indeed, based on studies indicating that poorly designed healthcare systems may actually facilitate medical error we must ensure not only system usability but also equally as important we must ensure the safety of healthcare information systems. In this context, we have successfully used the approach to predict errors and problems that will occur from human-computer interaction prior to releasing the system for general use . With the rapid increase in deployment of health information systems, continual development and refinement of new methods for conducting such analyses of human-computer interaction in healthcare will become even more critical.
fuTure reSearch dIrecTIonS
There are a variety of future research directions in the area of usability engineering in healthcare. These include: (a) research into application of methods described in this chapter throughout the development cycle of health information systems, from system selection through to design, implementation and system testing, (b) further extension of usability engineering methods to data collection and analyses conducted remotely over the WWW, (c) development of experimental study designs that can be used to assess use of systems and cognitive issues involved in using system in real clinical conditions, (d) extension to use in the study of new and emerging health information systems, including mobile applications, (e) extension of approaches from usability engineering to include advanced simulation methods, and (f) automated analysis of usability data and application of data mining and knowledge discovery methods.
The application of scientific methods for analysis of health information system usability have been shown to be usefully applied throughout the entire process of developing health information systems. describes how the approach can applied from the earliest stages of system development, even including applying usability testing to assess different health information systems prior to selecting them, to the analysis of early system prototypes to provide early feedback to designers about features of systems that may enhance or decrease usability. As described in this chapter work in developing methods for remote analysis of a large number of users of systems is another area where ongoing research is being conducted, including work on tools such as the VULab. Also, the application of new study designs, incorporating aspects of ethnography and portable recording techniques, will be important to move usability engineering from being conducted in only a few fixed usability laboratories to widespread application throughout the healthcare industry. This will lead to study of new and emerging applications, including pervasive healthcare information systems, such as wearable computing and hand-held computing devices (Kushniruk & Borycki, 2007) . Further work will also include incorporation of methods of simulation from other domains such as aviation and nuclear power to improve the identification and prediction of usability errors before systems are released for real use in healthcare . Finally, the application of methods from the field of data warehousing and mining will provide designers, implementers and health decision makers with improved knowledge about use and usability of health information systems.
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